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🎯 Executive Summary

Key Question: Do you need Kafka for your event-driven architecture?

Answer: NO - not until you hit 100,000 events/second sustained OR

require multi-datacenter replication. Most "Kafka deployments" are

premature optimization solving problems you don't have.

Cost Comparison (10,000 events/sec):

Azure Service Bus: $10/month (Standard tier, 10M operations) ⭐

RECOMMENDED

Azure Event Hubs: $25/month (Basic tier, 1M events/day)
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Kafka (self-hosted): $200-500/month (3-node cluster, 8GB RAM

each)

Confluent Cloud: $1,000-2,000/month (managed Kafka, enterprise

features)

When Kafka Wins:

1. 100,000+ events/sec sustained (Azure Service Bus throttles at

20,000 ops/sec)

2. Multi-datacenter active-active (cross-region replication with exactly-

once semantics)

3. Kafka Streams required (stateful stream processing, windowing,

joins)

4. Regulatory data residency (must keep data in specific geographic

regions)

Security.DugganUSA.com Architecture:

Status: NO event bus (HTTP request/response with async jobs)

Event volume: ~1,000 events/day (0.01 events/sec)

Cost: $0 (no event bus needed)

Performance: 8ms median response time (synchronous HTTP)

Verdict: Event bus premature (will revisit at 100K+ events/day)

📊 The Kafka Cargo Cult

"We Need Kafka Because Everyone Uses It"

Reality Check (industry data):

Companies with Kafka: 35% of enterprises (Confluent 2023 survey)
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Companies that NEED Kafka: <5% of enterprises (>100K events/sec

sustained)

Gap: 30% of companies using Kafka for problems Azure Service Bus

solves for 1/10th the cost

The Cargo Cult:

Year 1: Read Netflix/LinkedIn blog posts about Kafka at scale
Year 2: Deploy 3-node Kafka cluster ($500/month)
Year 3: Realize event volume is 100 events/sec (0.1% of capacity)
Year 4: Migrate to Azure Service Bus ($10/month) and save $5,880/

Receipt (Security.DugganUSA.com decision):

Traffic: 1,000 req/day = 0.01 req/sec

Event volume: ~1,000 async jobs/day (email notifications, threat intel

updates)

Decision: NO event bus (HTTP + Azure Functions on-demand)

Cost saved: $120/year (Azure Service Bus avoided)

💰 Cost Reality: Kafka vs Managed

Alternatives

Azure Service Bus (Recommended for 99% of

Use Cases)

Pricing (Standard tier):

Base cost: $10/month (up to 12.5M operations)
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Operations: 1 send = 1 op, 1 receive = 1 op

Throughput: Up to 20,000 operations/sec (10,000 msg/sec sustained)

Message size: Up to 256 KB per message

Retention: 7-14 days (configurable)

When It's Enough:

Event volume < 10,000 msg/sec

Single-region deployment (no cross-datacenter replication)

Message size < 256 KB

Retention < 14 days

Receipt (Security.DugganUSA.com could use this):

Event volume: 1,000 events/day = 0.01 events/sec (0.0001% of Service

Bus capacity)

Cost: $10/month (would be overkill, but cheapest managed option)

Alternative: HTTP + Azure Functions ($0/month on consumption plan)

Kafka (Self-Hosted on Azure VMs)

Minimum Viable Cluster (3 nodes for replication):

3x Azure B2ms (2 cores, 8GB RAM): $60/month each = $180/month
3x 128GB Managed Disks (Premium SSD): $20/month each = $60/month
Load Balancer: $20/month
Total: $260/month ($3,120/year)

Throughput: 100,000 msg/sec (10x Azure Service Bus)
Retention: Unlimited (disk-based, configurable)
Message size: 1MB+ (configurable)

Hidden Costs:
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Operational overhead: 10-20 hours/month (patching, monitoring,

rebalancing)

ZooKeeper management: Deprecated in Kafka 3.0+, but legacy

deployments exist

Disk management: Kafka fills disks fast, need monitoring + auto-scaling

Total Cost of Ownership: $260/month + $1,000/month (engineer

time) = $1,260/month

When It's Worth It:

Event volume > 20,000 msg/sec sustained (Azure Service Bus throttles)

Message size > 256 KB (Service Bus limit)

Retention > 14 days required

Kafka Streams needed (stateful processing)

Confluent Cloud (Managed Kafka)

Pricing (Basic tier):

Base cost: $100/month (1 cluster, 1 partition)

Per-partition: $10/month (need 10+ partitions for high throughput)

Storage: $0.10/GB/month (Kafka is disk-heavy)

Egress: $0.15/GB (cross-region replication)

Typical cost: $500-2,000/month for production workload

When It's Worth It:

You NEED Kafka (100K+ msg/sec, multi-datacenter, Kafka Streams)

You DON'T want operational overhead (no patching, no ZooKeeper, no

disk management)

You have budget (10-100x more expensive than Azure Service Bus)
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Receipt (Security.DugganUSA.com decision):

Event volume: 0.01 events/sec (10,000,000x under Kafka threshold)

Decision: NO Kafka (would waste $6,000/year minimum)

🚫 Anti-Pattern #1: Kafka for Low-

Volume Events

The Mistake

// WRONG: Using Kafka for 100 events/day
const { Kafka } = require('kafkajs');

const kafka = new Kafka({
  clientId: 'my-app',
  brokers: ['kafka1:9092', 'kafka2:9092', 'kafka3:9092']
});

const producer = kafka.producer();
await producer.connect();

// Send 100 events/day = 0.001 events/sec
await producer.send({
  topic: 'user-signups',
  messages: [{ value: JSON.stringify({ userId: 123, email: 'user@
});

// Cost: $260/month (3-node Kafka cluster)
// Utilization: 0.001% (0.001 events/sec / 100,000 capacity)
// Waste: 99.999% of capacity unused
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The Fix

// RIGHT: Using Azure Service Bus for low-volume events
const { ServiceBusClient } = require('@azure/service-bus');

const client = new ServiceBusClient(process.env.SERVICE_BUS_CONNE
const sender = client.createSender('user-signups');

// Send 100 events/day = 0.001 events/sec
await sender.sendMessages({ body: { userId: 123, email: 'user@exa

// Cost: $10/month (Azure Service Bus Standard tier)
// Utilization: 0.0001% (0.001 events/sec / 10,000 capacity)
// Savings: $250/month ($3,000/year)

Receipt (Security.DugganUSA.com):

Event volume: 1,000 events/day (0.01 events/sec)

Current solution: HTTP + Azure Functions (on-demand execution)

Cost: $0 (Functions consumption plan - under 1M executions/month free

tier)

If we needed queue: Azure Service Bus ($10/month) NOT Kafka

($260/month)

🚫 Anti-Pattern #2: Kafka for

Request/Response

The Mistake
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// WRONG: Using Kafka for synchronous request/response
async function getUser(userId) {
  const producer = kafka.producer();
  const consumer = kafka.consumer({ groupId: 'user-service-respon

  // Send request to Kafka topic
  await producer.send({
    topic: 'user-requests',
    messages: [{ key: userId, value: JSON.stringify({ action: 'GE
  });

  // Wait for response from another topic
  await consumer.subscribe({ topic: 'user-responses', fromBeginni
  const response = await new Promise((resolve) => {
    consumer.run({
      eachMessage: async ({ message }) => {
        if (message.key.toString() === userId) {
          resolve(JSON.parse(message.value.toString()));
        }
      }
    });
  });

  return response;
}

// Latency: 50-100ms (Kafka round-trip + consumer polling)
// Complexity: HIGH (topic management, consumer groups, message c
// Cost: $260/month (Kafka cluster)

The Fix

// RIGHT: Using HTTP for synchronous request/response
async function getUser(userId) {
  const response = await fetch(`http://user-service/api/users/${u
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  return await response.json();
}

// Latency: 5-10ms (direct HTTP call)
// Complexity: LOW (standard REST API)
// Cost: $0 (no event bus needed)

Receipt (Security.DugganUSA.com):

All API calls: Synchronous HTTP (Express.js)

Response time: 8ms median (Application Insights)

Cost: $0 (no event bus overhead)

⚠️  EPISTEMIC HONESTY: Kafka request/response is a KNOWN anti-

pattern (Confluent docs explicitly warn against it). Use HTTP for sync, Kafka for

async fire-and-forget events.

🚫 Anti-Pattern #3: Kafka for

Single Consumer

The Mistake

// WRONG: Using Kafka when only 1 consumer exists
const consumer = kafka.consumer({ groupId: 'email-sender' });
await consumer.subscribe({ topic: 'email-notifications' });

await consumer.run({
  eachMessage: async ({ message }) => {
    const email = JSON.parse(message.value.toString());
    await sendEmail(email);
  }
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});

// Problem: Kafka's power is MULTIPLE consumers (fan-out, replay)
// If only 1 consumer, Azure Service Bus Queue is 10x cheaper

The Fix

// RIGHT: Using Azure Service Bus Queue for single consumer
const { ServiceBusClient } = require('@azure/service-bus');
const client = new ServiceBusClient(process.env.SERVICE_BUS_CONNE
const receiver = client.createReceiver('email-notifications');

receiver.subscribe({
  processMessage: async (message) => {
    const email = message.body;
    await sendEmail(email);
    await receiver.completeMessage(message);  // ACK message
  }
});

// Cost: $10/month (vs $260/month Kafka)
// Simpler: No consumer groups, no partition management, auto-ACK

When Kafka Wins (multiple consumers):

// Kafka's superpower: Fan-out to MULTIPLE consumers
// Consumer 1: Email sender
// Consumer 2: Analytics tracker
// Consumer 3: Audit logger
// Consumer 4: Real-time dashboard updater

// Each consumer gets EVERY message (independent processing)
// Azure Service Bus Topic can do this too, but Kafka scales bett
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Receipt (Security.DugganUSA.com):

Email notifications: 1 consumer (SMTP sender)

Threat intel updates: 1 consumer (Azure Table Storage writer)

Analytics: 1 consumer (Application Insights)

Verdict: NO fan-out needed, Service Bus Queue sufficient

✅ When Kafka Is Actually The

Right Choice

Use Case #1: Multi-Datacenter Active-Active

Problem: Azure Service Bus is single-region (cross-region replication requires

custom logic)

Solution: Kafka with MirrorMaker 2.0 (built-in cross-datacenter replication)

# Kafka MirrorMaker 2.0 - Active-Active Replication
clusters:
  us-east:
    bootstrap.servers: kafka-us-east-1:9092,kafka-us-east-2:9092
  eu-west:
    bootstrap.servers: kafka-eu-west-1:9092,kafka-eu-west-2:9092

mirrors:
  - source: us-east
    target: eu-west
    topics: ["orders", "payments", "inventory"]
    replication.factor: 3

  - source: eu-west
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    target: us-east
    topics: ["orders", "payments", "inventory"]
    replication.factor: 3

When It's Worth It:

Global ecommerce (US + EU + Asia customers)

Regulatory data residency (GDPR requires EU data stay in EU)

Disaster recovery (active-active, not active-passive)

Cost: $1,500-3,000/month (3 regions × $500/month per cluster)

Use Case #2: Kafka Streams (Stateful

Processing)

Problem: Azure Service Bus has no stateful stream processing (need custom

code + Redis)

Solution: Kafka Streams (built-in windowing, aggregations, joins)

// Kafka Streams - Real-time aggregation
const { KafkaStreams } = require('kafka-streams');

const streams = new KafkaStreams(kafkaConfig);

// Count page views per user (5-minute tumbling window)
streams
  .getKStream('page-views')
  .map(({ userId, page }) => ({ key: userId, value: 1 }))
  .countByKey('user-pageview-counts', 5 * 60 * 1000)  // 5-minute
  .to('user-engagement-scores');

// Output: User engagement scores updated every 5 minutes
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When It's Worth It:

Real-time analytics (fraud detection, recommendation engines)

Complex event processing (windowing, joins, aggregations)

Stateful computations (maintaining counters, session state)

Azure Alternative: Azure Stream Analytics ($100-500/month, less flexible

than Kafka Streams)

Use Case #3: Message Size > 1MB

Problem: Azure Service Bus limit = 256 KB per message

Solution: Kafka supports 1MB+ messages (configurable, can go to 100MB+)

# Kafka broker config - large messages
message.max.bytes: 10485760  # 10MB max message size
replica.fetch.max.bytes: 10485760

When It's Worth It:

Video/audio streaming metadata (large JSON payloads)

ML model training data (feature vectors, embeddings)

Log aggregation (entire log files, not individual lines)

Azure Alternative: Azure Blob Storage + Event Grid ($0.05/10K events,

<1ms notification latency)

🎯 Decision Framework

Checklist: Should You Use Kafka?
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Event Volume:

 Sustaining 20,000+ msg/sec (Azure Service Bus throttles at 20K

ops/sec)

 Peak 100,000+ msg/sec (Kafka's sweet spot)

 Growing 10x year-over-year (need headroom)

Message Characteristics:

 Message size > 256 KB (Service Bus limit)

 Retention > 14 days (Service Bus limit)

 Exactly-once semantics required (Kafka 0.11+ supports this)

Consumers:

 5+ independent consumers (fan-out pattern)

 Consumers need replay (re-process old messages)

 Consumers need stateful processing (Kafka Streams)

Infrastructure:

 Multi-datacenter active-active replication

 Regulatory data residency (GDPR, HIPAA)

 You have Kafka expertise (or budget for Confluent Cloud)

IF 5+ CHECKMARKS: Use Kafka IF 0-4 CHECKMARKS: Use Azure

Service Bus ($10/month) or HTTP + Azure Functions ($0/month)

Security.DugganUSA.com Score: 0/12 (no Kafka needed)

📚 The $0 Alternative Stack
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Option #1: HTTP + Azure Functions

(Consumption Plan)

When To Use:

Event volume < 1,000 events/day

Asynchronous processing OK (no real-time requirements)

Event-driven (HTTP webhook triggers)

Cost: $0 (Functions consumption plan - 1M executions/month free)

Receipt (Security.DugganUSA.com):

Threat intel updates: HTTP webhook → Azure Function → Azure Table

Storage

Email notifications: HTTP POST → Azure Function → SendGrid API

Analytics: HTTP POST → Azure Function → Application Insights

Option #2: Azure Service Bus Queue (Single

Consumer)

When To Use:

Event volume 1,000-100,000 events/day

Single consumer

At-least-once delivery OK (idempotent handlers)

Cost: $10/month (Standard tier, 12.5M operations)

Option #3: Azure Service Bus Topic (Multiple

Consumers)
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When To Use:

Event volume 1,000-100,000 events/day

2-10 independent consumers (fan-out)

At-least-once delivery OK

Cost: $10/month (Standard tier, same as Queue)

Option #4: Azure Event Hubs (High

Throughput, Simple)

When To Use:

Event volume 100,000-1M events/day

Simple append-only log (no consumer groups needed)

Telemetry, logs, metrics (high-volume, low-value data)

Cost: $25/month (Basic tier, 1M events/day)

Option #5: Kafka (Self-Hosted or Confluent

Cloud)

When To Use:

Event volume > 1M events/day sustained

Multi-datacenter replication required

Kafka Streams needed

Message size > 1MB

Cost: $260/month (self-hosted) or $500-2,000/month (Confluent Cloud)
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🏁 Conclusion

TLDR: Don't use Kafka until you hit 100,000 events/second sustained OR

need multi-datacenter active-active replication. 99% of "Kafka

deployments" should use Azure Service Bus ($10/month) instead.

Security.DugganUSA.com Verdict:

Event volume: 1,000 events/day (0.01 events/sec)

Consumers: 1-3 (email, analytics, threat intel)

Architecture: HTTP + Azure Functions (on-demand)

Cost: $0 (Functions consumption plan)

Decision: NO event bus needed (will revisit at 100K+ events/day)

The Real Moat: Architectural discipline. Resisting Kafka cargo cult =

$3,120/year saved + 10x simpler ops.

📋  Last Updated: 2025-01-27 🛡️  Security.DugganUSA.com - Born Without
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