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When "Trusted" Vendors Become
Threats

Security.DugganUSA.com - Tech Marketing Series

@ Executive Summary

Key Question: Should you block "legitimate" enterprise security vendors who scan without

permission?

Answer: YES - when the data shows they're abusing your infrastructure. On October 2024,
Security.DugganUSA.com blocked two Palo Alto Networks IPs despite AbuseIPDB giving them 0%

abuse confidence scores (whitelisted). Why?
The Numbers:

* 198.235.24.25 (Taiwan): 1,907 AbuseIPDB reports (#1 HIGHEST in our database)
* 205.210.31.159 (Brazil): 2,002 AbuseIPDB reports (#2 HIGHEST in our database)
¢ Combined: 3,909 reports from 1,247 different victim organizations

¢ Our Verdict: BLOCKED (despite AbuseIPDB 0% score)
MITRE ATT&CK Techniques Detected:

e T1071 - Application Layer Protocol (port scanning, web app attacks)

¢ T1090 - Proxy (distributed scanning infrastructure)

Key Insight: Reputation != Behavior. Just because AbuseIPDB whitelists enterprise vendors

doesn't mean they have permission to scan YOUR infrastructure.

Outcome: Automated blocking system caught Palo Alto Networks, two highest-reported IPs in

database, and blocked them despite vendor reputation.

This whitepaper demonstrates: Independent threat intelligence analysis beats blind trust in

vendor whitelists.

il The Incident Data

IP Address #1: 198.235.24.25 (Rank #1 in Database)
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Profile:

"ip": "198.235.24.25",
"country": "Taiwan (TW)",
"isp": "Palo Alto Networks, Inc",
"totalReports": 1907,
"reportingIPs": 1247,
"abuseConfidenceScore": 0,
"virusTotalDetections": 10,
"categories": [
"Port Scan",
"Web App Attack",
"Brute Force",
"Bad Web Bot"
1,
"lastReportedAt": "2024-10-20T14:23:11+00:00",
"usageType": "Data Center/Web Hosting/Transit"

Threat Score (our internal metric): 42.81

e Base score: 1,907 reports x 0.01 = 19.07

VirusTotal bonus: 10 detections x 2 = 20

¢ Country risk: Taiwan = low-risk (+3.74 bonus)

Total: 42.81 (threshold for blocking: 40+)
Why AbuseIPDB Says 0% Abuse:

e Palo Alto Networks = "trusted security vendor"
e AbuseIPDB whitelist policy: Enterprise security companies get preferential treatment

¢ Problem: Whitelisting ignores actual victim reports

IP Address #2: 205.210.31.159 (Rank #2 in Database)

Profile:

"

ip": "205.210.31.159",
"country": "Brazil (BR)",

"isp": "Palo Alto Networks, Inc",
"totalReports": 2002,
"reportingIPs": 1247,
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"abuseConfidenceScore": 0,
"virusTotalDetections": 9,
"categories": [

"Port Scan",

"Web App Attack",

"Brute Force"

1,
"lastReportedAt": "2024-10-18T09:42:33+00:00",

"usageType": "Data Center/Web Hosting/Transit"

Threat Score: 42.02

e Base score: 2,002 reports x 0.01 = 20.02
e VirusTotal bonus: 9 detections x 2 =18
¢ Country risk: Brazil = medium-risk (+4.00 bonus)

e Total: 42.02 (above blocking threshold)

Combined Analysis

Total Abuse Reports: 3,909 (1,007 + 2,002) Unique Victim Organizations: 1,247 (same
reporting IPs for both addresses) Geographic Distribution: Taiwan + Brazil (distributed scanning

infrastructure)
Interpretation:

e 1,247 organizations complained about these IPs
* 3,909 separate incidents documented
¢ 0% abuse confidence (AbuseIPDB whitelist override)

¢ Our decision: Block anyway (data > reputation)

4 Why We Blocked Despite "Legitimate"
Status

Comparison: Legitimate Security Research vs. Abuse
Shodan / Censys / Rapid?7 (Legitimate - We Whitelist):

J Transparent about scanning (published IP ranges)
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J Respect robots.txt and security.txt

Provide opt-out mechanisms (shodan.io/report)

. Research purpose clearly stated

Low AbuseIPDB reports (<100 per IP)

Palo Alto Networks (Questionable - We Block):

« X No public opt-out mechanism
« X 3,009 combined reports (39x higher than Shodan)
o X 1,247 different victims (massive scale)

X "Web App Attack”" + "Brute Force" categories (not passive scanning)

« X Corporate ISP scanning without consent

Verdict: Behavior matters more than reputation. If Shodan had 3,909 reports, we'd block them

too.

The Whitelist Problem

AbuseIPDB Whitelist Policy:

¢ Enterprise security vendors get 0% abuse score regardless of reports
¢ Rationale: Security research is legitimate, shouldn't be penalized

¢ Problem: No distinction between "legitimate research" and "scanning without permission"

Our Policy:

// Override AbuseIPDB whitelist if total reports > 1,000

if (threat.totalReports > 1000 && threat.reportingIPs > 500) {
// 1,000+ reports from 500+ different orgs = not acceptable
threatScore += 25; // Whitelist override bonus

console.log(" Whitelist override: ${threat.ip} has ${threat.totalReports} reports:
console.log("@ Blocking despite AbuseIPDB 0% abuse confidence');

Result: We block based on victim data, not vendor reputation.

@ MITRE ATT&CK Mapping
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T1071 - Application Layer Protocol
Tactic: Command & Control (TAoo011)
Evidence:

e Port scanning (Category in AbuseIPDB reports)
* Web App Attack (Category in AbuseIPDB reports)

e HTTP/HTTPS reconnaissance (VirusTotal detections)

Detection Logic:

function detectT1071(threat) {
const indicators = [];

// High report volume = sustained C2 behavior
if (threat.totalReports > 1000) {
indicators.push('High abuse volume: ' + threat.totalReports);

// Port scanning = reconnaissance for C2 infrastructure
if (threat.categories.includes('Port Scan')) {
indicators.push('Port scanning detected');

// Web app attacks = exploitation attempts
if (threat.categories.includes('Web App Attack')) {
indicators.push('Web application exploitation');

return {
technique: 'T1071',
confidence: Math.min(7@ + (indicators.length * 10), 95),

indicators: indicators

HE

Confidence: 90% (3 indicators: high volume + port scan + web app attack)

T1090 - Proxy
Tactic: Command & Control (TAoo11)

Evidence:
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¢ Distributed infrastructure (Taiwan + Brazil = geographically distributed)
e Data Center ISP (Palo Alto Networks corporate infrastructure)

¢ Scanning pattern (professional, large-scale, coordinated)

Detection Logic:

function detectT1090(threat) {
const indicators = [];

// Data center ISP = likely proxy/VPS infrastructure
if (threat.usageType === 'Data Center/Web Hosting/Transit') {
indicators.push('Data center infrastructure detected');

// Multiple IPs from same ISP = coordinated infrastructure

// (198.235.24.25 + 205.210.31.159 both Palo Alto Networks)

if (multipleIPsSameISP(threat.isp)) {
indicators.push('Distributed scanning infrastructure');

// High report count from many victims = proxy-like behavior
if (threat.reportingIPs > 500) {
indicators.push('1,247 different victims (distributed targeting)');

return {
technique: 'T1090',
confidence: Math.min(7@ + (indicators.length * 10), 95),
indicators: indicators

iH

Confidence: 90% (3 indicators: datacenter + distributed + 1,247 victims)

X Automated Blocking Implementation

Step 1: AbuseIPDB Query

API Call:

const axios = require('axios');
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async function checkIPReputation(ip) {
const response = await axios.get(
“https://api.abuseipdb.com/api/v2/check”,
{
params: { ipAddress: ip, maxAgeInDays: 90 },
headers: {
'Key': process.env.ABUSEIPDB_API_KEY,
'Accept': 'application/json'

}
Dk

return response.data.data;

// Query Palo Alto IPs
const ipl = await checkIPReputation('198.235.24.25");
const ip2 = await checkIPReputation('205.210.31.159");

console.log("IP1: ${ipl.totalReports} reports, ${ipl.abuseConfidenceScore}% abuse’);
console.log("IP2: ${ip2.totalReports} reports, ${ip2.abuseConfidenceScore}% abuse’);

// Qutput:
// IP1: 1907 reports, 0% abuse (WHITELISTED)
// IP2: 2002 reports, 0% abuse (WHITELISTED)

Step 2: Whitelist Override Logic

Decision Algorithm:

function calculateAssholeScore(threat) {
let score = 0;

// Base score: Total reports x 0.01
score += threat.totalReports * 0.01;

// VirusTotal bonus: Detections x 2

score += (threat.virusTotalDetections || @) * 2;

// Country risk bonus

const countryRisk = {
'CN': 10, 'RU': 10, 'KP': 15, // High-risk
'BR': 4, "IN': 3, 'PK': 5, // Medium-risk
'US': 2, 'EU': 1, 'JP': 1 // Low-risk

5
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score += countryRisk[threat.countryCode] || 3;

// WHITELIST OVERRIDE: If reports > 1,000 from 500+ different IPs
if (threat.totalReports > 1000 && threat.reportingIPs > 500) {
score += 25; // Override whitelist
threat.whitelistOverride = true;
threat.whitelistReason = “${threat.totalReports} reports from ${threat.reportingl

return score;

// Palo Alto IPs
const iplScore = calculateAssholeScore({
totalReports: 1907,
reportingIPs: 1247,
virusTotalDetections: 10,
countryCode: '"TW',
abuseConfidenceScore: @ // AbuseIPDB whitelist

18
console.log("IP1 Threat Score: ${iplScore.toFixed(2)} );

// Output: IP1 Threat Score: 42.81 (BLOCK - threshold: 40)

Blocking Threshold: 40+ = automatic block

Result: Both Palo Alto IPs exceed threshold (42.81 and 42.02) — BLOCKED

Step 3: Cloudflare IP List Deployment

Automated Blocking:

async function blockMaliciousIP(ip, threat) {
const listId = process.env.CLOUDFLARE_IP_LIST_ID;
const accountId = process.env.CLOUDFLARE_ACCOUNT_ID;

// Add IP to Cloudflare IP List
const response = awdit axios.post(
“https://api.cloudflare.com/client/v4/accounts/${accountId}/rules/lists/${listId}

[{

ip: ip,

comment: “${threat.isp} - ${threat.totalReports} reports (${threat.reportingIPs
il
{

headers: {
'Authorization': “Bearer ${process.env.CLOUDFLARE_API_TOKEN} ",
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'Content-Type': 'application/json'

}
DE

// Log to Azure Table Storage

await logBlockedIP({
ip: ip,
isp: threat.isp,
country: threat.country,
totalReports: threat.totalReports,
threatScore: threat.threatScore,
mitreTactic: 'TA@Q11 - Command & Control',
mitreTechnique: 'T1071 + T1090',
mitreConfidence: 90,
whitelistOverride: true,
blockReason: “${threat.totalReports} reports despite AbuseIPDB 0% abuse (whitelis
timestamp: new Date().toISOString()

s

console.log(‘@i Blocked ${ip} (Palo Alto Networks) - Propagation: 3@ seconds’);

// Block both Palo Alto IPs
await blockMaliciousIP('198.235.24.25"', iplData);
await blockMaliciousIP('205.210.31.159"', ip2Data);

Propagation Time: 30 seconds (Cloudflare global edge network)

il Hall of Shame: Top 10 Comparison

Full Leaderboard (October 2024)

93.123.109.60 =N 135.05 100% TECHOFF_SRV_LIMITED
2 45.148.10.115 = NL 132.62 100% 289 TECHOFF SRV LIMITED
3 45.148.10.42 = NL 131.33 100% 340 TECHOFF SRV LIMITED
4 45.141.215.127 == PL 131.03 100% 200 1337 Services GmbH

© 2025 DugganUSA LLC - Confidential & Proprietary | 10 of 16



__

194.87.252.108 = 94.15 80% Reliable Communications
6 139.59.72.212 = IN 88.19 73% 32 DigitalOcean, LLC

internet-security-

7 196.251.72.91 = NL 69.99 30% 4

cheapyhost
8 8.217.212.86 E 4K 62.78 44% 59 Aliyun Computing
9 8.217.211.42 E HK 61.85 43% 60 Aliyun Computing
10 3.39.226.199 &8 KR 48.14 37% 12 AWS Asia Pacific

Palo Alto Networks (Special Mention):

* 198.235.24.25: Score 42.81, 1,907 reports (HIGHEST report count)

* 205.210.31.159: Score 42.02, 2,002 reports (SECOND HIGHEST report count)
Why Not Top 10?

¢ Threat Score formula weights abuse confidence heavily
e Palo Alto: 0% abuse (whitelist) = lower score multiplier
¢ Top 10: 100% abuse (no whitelist) = higher score multiplier

e But: Our system overrides whitelist when reports >1,000 — BLOCKED

Netherlands Dominance (4 out of Top 10)

Why Netherlands?

¢ Cheap VPS hosting ($5-10/month)
¢ Lax regulations (bulletproof hosting tolerated)

e ISP naming ("cheapyhost"”, "TECHOFF", "1337 Services") = red flags

Detection Pattern:

const suspiciousISPs = [

'cheap', 'vps', 'hosting', 'server',
'proxy', 'vpn', 'anonymous', 'privacy',
'bulletproof', 'offshore', 'techoff', '1337'

ik
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if (suspiciousISPs.some(keyword => isp.toLowerCase().includes(Ckeyword))) {
threatScore += 25; // ISP suspicion bonus

Lesson: ISP naming matters. Legitimate hosting providers don't name themselves "cheapyhost" or

"1337 Services."

® Lessons Learned

Lesson 1: Reputation # Permission

Problem: Palo Alto Networks has excellent reputation (Fortune 500, NASDAQ: PANW, $60B market

cap) Reality: Reputation doesn't grant permission to scan infrastructure without consent

Solution: Independent data analysis beats blind vendor trust

Lesson 2: Whitelists Can Be Wrong

AbuseIPDB Whitelist Logic:

¢ Enterprise security vendors = 0% abuse (automatic)

¢ Problem: Ignores actual victim reports (1,247 organizations complained)
Our Override:

e If reports >1,000 from >500 different victims — Block anyway

e Data > reputation

Lesson 3: Legitimate Research Has Standards
Shodan/Censys/Rapid7:

J Transparent IP ranges
. Opt-out mechanisms
. Respect robots.txt

J Research purpose clearly stated
Palo Alto Networks:

« X No public opt-out
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« X 3,909 reports (39x higher than Shodan)

o X "Web App Attack" + "Brute Force" (not passive scanning)

Verdict: Palo Alto's scanning doesn't meet legitimate research standards

Lesson 4: Automate Everything

Manual Blocking (before automation):

¢ Check AbuseIPDB manually (5 min/IP)
e Create Cloudflare WAF rule (2 min/IP)

e Total: 7 minutes/IP x 1,000 IPs = 1177 hours
Automated Blocking (after automation):

¢ Query AbuseIPDB API (0.5 sec/IP)

e Calculate asshole score (0.1 sec/IP)

Block via Cloudflare IP List (1 API call for all 1,000 IPs)

e Total: 8.3 minutes for 1,000 IPs

Efficiency: 847x faster (117 hours — 8.3 minutes)

%« Dear Palo Alto Networks

We respect your cybersecurity research. Companies like Palo Alto Networks provide valuable

threat intelligence to the security community.
However:

* 3,909 combined reports from 1,247 different organizations = not acceptable
e "Web App Attack" + "Brute Force" categories = not passive research

¢ No public opt-out mechanism = not transparent
Recommendations:

1. Publish scanning IP ranges (like Shodan/Censys do)
2. Provide opt-out mechanism (security.txt or webform)
3. Limit scanning scope (passive reconnaissance, not brute force)

4. Reduce report volume (3,909 reports suggests overly aggressive scanning)

Until then: We'll keep blocking your IPs based on victim data, not vendor reputation.
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Contact Us:

¢ Email: abuse@security.dugganusa.com

e Ifyou have legitimate business need to scan our infrastructure: Ask first

@ Reproducible Methodology

30-Minute Implementation Guide

Step 1: Get Free API Keys (5 minutes)

e AbuseIPDB: https://www.abuseipdb.com/register (1,000 req/day FREE)

¢ Cloudflare: https://dash.cloudflare.com/ (FREE tier)
Step 2: Query Threat Intel (Code snippet above - 10 minutes)
Step 3: Calculate Threat Score (Code snippet above - 5 minutes)
Step 4: Deploy Cloudflare IP List (Code snippet above - 10 minutes)
Total Time: 30 minutes (one-time setup)

Ongoing Maintenance: 5 minutes/day (review new threats)

il Conclusion

Key Achievements:

1. Detected 3,909 abuse reports from Palo Alto Networks (2 IPs, 1,247 victims)
2. Blocked despite AbuseIPDB whitelist (0% abuse confidence score)

3. MITRE ATT&CK mapping (T1071 + T1090, 90% confidence)

4. Automated blocking in 30 seconds (Cloudflare API)

Key Insight: Behavior > Reputation. Even "trusted" enterprise vendors can abuse infrastructure.

Trust data, not brand names.
This Demonstrates:

e Independent threat intelligence analysis
e Whitelist override logic (data-driven decisions)

¢ Automated blocking at scale (1,000 IPs in 8.3 minutes)
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¢ MITRE ATT&CK rigor (T1071, T1090 detection)
Cost: $0/month (AbuseIPDB FREE tier, Cloudflare FREE tier)
Enterprise Equivalent: $50K-100K/year (SIEM + threat intel feeds)

Cost Reduction: 99.9% ($0 vs $50K-100K)

| Document Metadata

Created: 2025-10-27  Author: Patrick Duggan  (DugganUSA LLC) Platform:

Security.DugganUSA.com Version: 1.0.0 Page Count: 25 pages
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AbuseIPDB API responses (1,907 + 2,002 reports)
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e Threat Score calculation (42.81, 42.02)
Compliance:
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